“Intune Enrollment Guide

: sl i . " This guide is for il5-hone, iP'ad, and Andi;oid_ devices.




BEFORE YOU BEGIN
The next few pages will help you get ready for Intune and
select the right guide for your device.
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Don’t Worry About the Page Count

This document has several pages that provide different
enrollment processes for different types of devices. You will
only follow the pages that apply to your device — not every
page in this guide.

A progress indicator at the bottom of each slide will show
how far along you are in the process.

The guide will walk you through the basic steps of enrolling
in Intune, which include:
* Prerequisites — things you should do before you start
the enrollment process.
* Device preparation — removing old MDM management
from your device and getting it ready for Intune.
* Intune Enrollment — applying Intune management to
your device.
e Derived Credentials — setting up your device to work
with encrypted email.
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Apple ID (iPhone and iPad only)

Gather your Apple ID email address

and password. You can test or reset Apple ID

your Apple ID credentials at

https://appleid.apple.com.

If you have forgotten your Apple ID or .’ o
password, it could take more than 6 S ke
hours to get it reset. SV
Your Apple ID is your personal Apple ID
account. The Enterprise Service Desk Manage your Apple account
is unable to assist with recovering or

resetting your Apple ID credentials. Fmail or Phone Number

Remember me
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https://appleid.apple.com/

NASA Computer

e Gather your NASA computer and
smartcard.

* If you're working remotely, make sure
you’re connected to a NASA VPN.
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Wi-Fi

Make sure your device has a strong
Wi-Fi connection.

Do not use the Wi-Fi network named
“nasa” because your device will
temporarily lose access to that
network during enroliment.

€ Settings

Other...

Ask to Join Networks
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Stolen Device Protection (iPhone only)

IMPORTANT: This process requires a 60-minute
security delay to complete. Please plan accordingly.

wll 02-UK = 5:29PM

< Back Touch ID & Passcode

Stolen Device Protection D

Turn On Protection

e Temporarily turn off Stolen Device Protection.

e You'll find this in the Settings app, under
Face ID & Passcode or Touch ID & Passcode.

 Make sure Stolen Device Protection is off.

 When you try to turn off Stolen Device Protection,
a 60-minute security delay starts before you can
turn it off. You will get a notification when the
security delay ends. You will then be able to turn
off Stolen Device Protection.

Change Passcode

* After you have completed Intune enrollment, you Require Passcode
can turn this setting back on, if you wish.
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Software Updates and Compliance

* Make sure your device is up to date and compliant.

iPhone and iPad: Open the Settings app, go to .
General > Software Updates, and install any updates

that are available.

9:41

< Settings General

About

Software Update

AirDrop

AirPlay & Handoff

Picture in Picture

CarPlay

iPhone and iPad: If you have a restricted app or app clip on your
device, it must be removed before you begin the migration. For a
list of apps that are prohibited on MDM-registered devices, refer
to KB0022050. Refer to i0S/iPadOS: Uninstalling Apps and App
Clips for more information and removal instructions.

Android: From the Home screen, tap
Settings. Tap Software update. Install
any updates that are available.

Settings

Digital Wellbeing and parental

.
@ controls

Device care

8 Apps

g General management

@ Accessibility

™y Software update

Tips and help

O About phone
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https://esd.nasa.gov/nav_to.do?uri=/kb_view.do?sysparm_article%3DKB0022050
https://nasa.sharepoint.com/sites/EUSO/SitePages/iOS-iPadOS--Uninstalling-Apps-and-App-Clips.aspx
https://nasa.sharepoint.com/sites/EUSO/SitePages/iOS-iPadOS--Uninstalling-Apps-and-App-Clips.aspx

Sync NASA Data to OneDrive

Take a moment to sync your
important data to OneDrive or other
approved cloud service.

Use OneDrive, SharePoint, or Teams
to store photos and documents for
work.

Data already in Outlook, Teams,
SharePoint, OneDrive, and the other
Microsoft apps is synced to the cloud
automatically.

For additional assistance syncing data
to OneDrive, visit
https://nasa.sharepoint.com/sites/EU

SQ/SitePages/Intune.aspx#sync-nasa-

data-to-onedrive.

[ aa7

¥ Home

Q  Files, Folders

Recent Files

Bug Review Se...3 05_37 49 PM

19 3-172 KB

. Employee Engagement Plan
jul 21- 731 KB @

Bug Review Se...05_36_52 PM

Trey Research Financial Report
jul 21- 900 KB

5 XT7000 Product Overview
jul 21- 2.1 MB

Shared Libraries

Contoso The
Works Perspective

Offline Files

Project Te
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https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#sync-nasa-data-to-onedrive
https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#sync-nasa-data-to-onedrive
https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#sync-nasa-data-to-onedrive

Multi-Factor Authentication

Create a phone-number-based Multi-Factor
Authentication sign-in method.

You can add a phone number sign-in method
at https://mysignins.microsoft.com/security-
info in the Security Info section.

Additional instructions for creating a sign-in
method are available at
https://nasa.sharepoint.com/sites/EUSQO/Site

Pages/Intune.aspx#create-a-multi-factor-
authentication-%28mfa%29-sign-in-method.

Contact the Enterprise Service Desk if you
need assistance creating a Multi-Factor
Authentication sign-in method.

https://mysignins.microsoft.com/security-infc

access .
@ LAUNCHPAD | My Sign-Ins -

I s TR
= varyview

Security info

These are the methods you use to sign into your account or reset your password.

| % Security info

E=A Organizations

B Settings & Privacy

Note: If you are using an Android device, the phone number
used for your sign-in method must not be the phone number of
the device you are enrolling in Intune. Instead, use a phone
number for an office phone, home phone, or a mobile phone
other than the one you are enrolling in Intune.
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https://mysignins.microsoft.com/security-info
https://mysignins.microsoft.com/security-info
https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#create-a-multi-factor-authentication-%28mfa%29-sign-in-method
https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#create-a-multi-factor-authentication-%28mfa%29-sign-in-method
https://nasa.sharepoint.com/sites/EUSO/SitePages/Intune.aspx#create-a-multi-factor-authentication-%28mfa%29-sign-in-method
https://esd.nasa.gov/

Optional: Support for Multiple Devices

* If you are only enrolling one device in Intune,
you can skip this page.

* If you will use more than one device with
Intune at the same time (example: an iPhone
and an iPad), you must be provisioned with
the Derived Credential Management System
(DCMS) Limit Exception in NAMS.

 Goto
https://nams.nasa.gov/nams/asset/267072
and submit your request.

* Do not proceed until NAMS shows that
provisioning is complete for this request.

B
ldentities ~ Credentials ~

NAMS
New Request  Type 3 «

Derived Credential Management System (DCMS) Limit Exemption

The Derived Credential Limit Exemption is needed to support multiple Intune enrolled mobile devices of the same type by a single user, such as a
NEST iPhone and NEST iPad. Instructions related to the requesting Derived Creds for multiple devices can be found on DCMS site:
https://nasa.sharepoint.com/sites/Credential/SitePages/How-to-issue.aspx?csf=18web=1&e=EC9Lqd&cid=0670c2bd-490a-4242-81ae-
5d2e035f5287#purpose
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https://nams.nasa.gov/nams/asset/267072

Time

Set aside 20-30 minutes to complete the
Intune enrollment.

Once you start the process, don’t take a
break until you’re done.

Taking a break between steps can cause
some functions to time out and may require
you to start over.

We suggest you read through all the steps
first to familiarize yourself with the different
screens and choices, before you start
executing the steps on your device.
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Are you enrolling an iPhone/iPad or an Android device?

Select your answer:




|s your device currently enrolled in MaaS360, NASA's legacy MDM tool?

Select your answer:

fes, my device is No, my device is hot

QRAAND

onrolled in MaaS360 enrolled in MaaS360

(. ~ — g ™a FY NAOCC
0 to page 15 10 to page 16




Who owns the device?
Select your answer:




Who provided the device?

Select your answer:




|s your device currently enrolled in MaaS360, NASA's legacy MDM tool?
Select your answer:

enrolled in MaaS360

) |
4 )

to pace 70
} /




What do you see on your device right now?
Select your answer:

Welcome!

Home Screen

My device has been set up but isn’t

in Intune yet.
Go to page 73

Welcome Screen

My device has not been set up yet.
Go to page 74

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% »>100% > |




Intune Enrollment Guide for
New and Refresh Agency-Provided (NEST) iPhones & iPads
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Agency-Provided New or Refresh iPhone/iPad Devices

When you turn on the device, you should see a
“hello” screen, like the image on the right.

If you see the Home screen with all your apps, your
device must be erased before you can continue.

To erase the device:

Open Settings.

Tap General.

Tap Transfer or Reset.

Tap Erase All Content and Settings.

Tap Continue.

Follow the remaining prompts on screen until
your device restarts and displays the “hello”
screen.

I




Swipe up or press the
Home button to clear
the “Hello” screen.

Choose a language.
Tap United States.

Adjust the
appearance and then
tap Continue.

Tap Set Up Without
Another Device.

Select a Wi-Fi
network.

Enter the password to
the Wi-Fi network.

Wait for activation to
complete.

Quick Start

Looking for nearby devices...

Bring your current iPhone or iPad near this
iPhone to sign in and set up.

If your other iPhone or iPad doesn’t show
options for setting up this iPhone, make sure
it's running iOS 11 or later, and has Bluetooth

turned on. You can also set up this iPhone

manually.

Set Up Without Another Device

5%

10%

15%

Agency-Provided New or Refresh iPhone/iPad Devices cont.

Choose a

Wi-Fi Network

ose Another Network

Continue Without Wi-Fi

20%

25%

30%

Select Your Country
or Region

More Countries and Regions

Enter the password for [N

Enter Password

Password

a

Appearance

Choose how

nd icons

u would like text
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85%

90%

95%

100%
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

9. Tap Enroll this iPhone to start
Remote Management.

Note: This screen will say NASA

Msfc, regardless of your 8 a
location. Remote Create an iPhone Create an iPhone
Management Passcode Passcode
10. Tap Continue to set up Touch ID This Phone s owned by . crstes pssode sl
hID
or Face ID and follow the setup NASAMste e
prompts. Wi slow s erganzation’o set il oo i
email and network accounts, install and
configure apps, and manage the
settings of this iPhone.

Learn more about remote nagement

Don't Use Pas:
Enroll this iPhone
2 5 h Cancel

11. Tap Passcode Options. 4-Digit Numeric Code

12. Tap Custom Numeric Code.

9:41 AM

13. Create a complex 8-digit
Passcode. Don't use repeating or

sequential numbers (e.g., &

14 . Re‘e nte r t h e pa SSCOd e a n d t h e n irseea:;! 2:;;5(0‘(’)1?: gzl;r\:\;ill Re-enter your passcode. o ‘:;i?:_.y;;‘\:Z‘I:E?a;;:‘;::?nr;:nage
tap Next.

15. Tap Continue.

16. Tap Enable Location Services.

11112222, 12345678, 87654321).

Tap Next.

Create aniPhone

Passcode

Create an iPhone
Passcode

| 5% > 10% > 15% > 20%> 25% > 30% > 35%> 40%> 45% > 50%

Update Your
iPhone
Automatically

Future software updates will be

automatically downloaded and installed for

Location Services

har
her

70% > 75% > 80% > 85%
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

© 1:53PM

17. Wait for the Edit Home Screen
message to appear, then tap
. . l Edit Home Screen I
DlsmISS. i Itouch and hold a_n-,« L

drag I

Company Portal

18. Wait until both Comp Portal and
Authenticator are installed. They
will install automatically.

19. Open Comp Portal.

20. Tap Signin.

21. If prompted for notifications, tap - _— - e -
A"ow_ Cancel

B® Microsoft

Sign-in options

% Sign in from another device
)

22. Tap Sign-in options.

' “Authenticator” Would Like to

Sign in Enter code

Send You Notifications
23. Tap Sign-in from another device. L

be configured in Settings.

Don't Allow

24. Take note of the code that appears. e

25. On your NASA computer, open a
browser and go to
https://microsoft.com/devicelogin
then enter the code from your
device and click Next.

Use your NASA
computer for this step

Terms of use  Privacy & cookies ...
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https://microsoft.com/devicelogin

Agency-Provided New or Refresh iPhone/iPad Devices cont.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

On your NASA computer, select your
account and complete any additional

prompts to log in.

Click Continue on the sign-in prompt.

Once your computer shows You're

now signed in, return to your device.

Tap OK.
Tap Allow.
Tap Begin.

Select a method to verify your
identity and follow the prompts to
approve the sign-in request.

Tap Continue.
Tap Done.

Wait for your device to finish
checking device settings.

If prompted to update the app, tap
Update.

B2 Microsoft

Pick an account

< Comp Portal ull B ® 1:59PM

Cancel

Verify your identity

% Call +X XXXXXXXX12

@ access
LAUNCHPAD
Yo g

urAUI a.gov

Continue to sign in?

B8 Microsoft

You're now signed in

access
LAUNCHPAD

Are you trying to sign in to
Microsoft Intune Company
Portal?

Use your NASA computer for these steps

! Verizon & © 1:59PM E - o:a1AM

< Back

NASA Checking device settings

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work

@ Get your device managed

2 Checking device settings

e a1AM -
s Close
NASA

Get notified so youdon't
lose access

[}

We'll send important nof
devie
ke

"Comp Portal” Would Like to

e S:a1AM -
) < Back

Checking device settings

Success!

Within a few minutes, you should
have access to your email, devices,
Wi-Fi, and apps for work
If your organization requires
additional steps to be completed, you
will be notified.

NASA

Setup NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

D Get your device managed

1
2 Checking device settings

App Update

NASA is about to update the app
“Intune Company Portal" from the App

Store.

Cancel
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

37.

38.

39.
40.
41.

42.
43.
44,

45.

46.

Tap Done.

Return to the Home screen, then open
Authenticator.

Tap Accept.
Tap Continue.
Tap Add work or school account.

If an App Lock Enabled message
appears, tap OK.

Look and confirm that your account is
listed, but do not tap it.

Return to the Home screen, then open
the Teams app.

Tap your NASA account.

Tap Allow.

-l 9:41AM

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Get your device managed
|

@ Checking device settings

App lock enabled

To better protect Authenticator, we've
enabled app lock by default. To turn it

off, go to the app settings.

OK

Microsoft Privacy Statement Microsoft Privacy Statement

Microsoft Entra ID @
yourAUID@ndc.nasa.gov

9:41AM all Verizon & © 2:01PM

Help us improve Microsoft
Authenticator

Secure Your Digital Life

& Sign in with Microsoft

Help improve the app by
sharing your app usage data

5:55PM

Microsoft Teams

cof

“Teams" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

47.

48.

49.

50.

51.

52.

53.

54.

55.

Tap Allow.

Tap OK. This will cause the app to close
and return you to the Home screen.

Open Teams again.

Create a complex 8-digit PIN. Don't use
repeating or sequential numbers (e.g.,
11112222, 12345678, 87654321).

Confirm your PIN by entering it again.
Tap Got It.

Return to the Home screen and open
the Edge app.

Tap Skip Introduction.

Tap Not now.

“Teams" Would Like to
Access the Microphone
This will let you make calls and record

voice messages.

Don't Allow Allow

Change in notifications

Receive notifications on this device only
when you are not actively using Teams on
other devices. You can change this in your

settings.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

_—

all & © 9:41AM

Say goodbye to annoying
ads

Ad Blocker

© 12:02PM

To access your organization's data with
this app, set a PIN.

I

Your organization has not allowed you to set a
PIN with repeats or sequences. Ex. 123 or 111.
Your PIN must contain at least 8 digits.

© 9:41AM

-

Customize to make
homepage your own

Show wallpapers
Show shortcuts

Show news feeds

© 12:02PM (=)

Confirm your PIN.

1
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

56.

57.

58.

59.

60.

61.

62.

63.

64.

Tap Sign in to sync OR tap Continue.
Tap Not now.

Uncheck the Help Improve Microsoft
bubble, then tap Confirm.

Tap OK, which will close Edge.

Open the Settings app. If necessary,
tap the back arrow in the upper-left
corner until you reach the main
Settings page.

Scroll down the list of settings until
you find Edge, then tap it.

Tap Default Browser App.

Tap Edge to make a checkmark appear
next to it.

Return to the Home screen, then
open the Comp Portal app.

| 5% >10%>

©

Hi Your Name

SC-CD211)

I Continue |

il Verizon & © 12:03PM

) Podcasts

=] TV Provider

€ Edge

@ OneDrive

&

[

15% > 20%

© 9:41AM © 9:41AM

A 4
Make Microsoft Edge
your default browser

Set as default browser

© 12:03PM

Settings < Settings

Camera

a Siri & Search

Background App Refresh

Books

Default Browser App Saf

Allow Cross-Website Tracking

Game Center

Authenticator

Comp Portal

Outlook

Teams

© 9:41AM

Your data, your privacy

Microsoft Edge respects your privacy

datais col

© 12:03PM

< Edge Default Browser App

@ Safari

_ Edge v

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

65.

66.

67.

68.

69.

70.

71.

72.

73.

Tap Notifications.

Tap the mobile smartcard message
that appears.

Tap Begin.
Tap Continue.
Tap Use Camera.

Tap Allow. This will activate the
camera on your device.

With the camera view still showing
on the device screen, set your
device down and return to your
NASA computer.

On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/
then click Begin.

If prompted to Select a certificate
for authentication, select the
certificate with your name, then
click OK.

ol Verizon © 2:57PM [c2) il Verizon & @ 2:57PM

it

NASA

Recently published

Webex for Intune
l 3
w Microsoft Visio Viewer

Microsoft Lists

3 Microsoft 365 (Office)

9]

“Comp Portal” Would Like to
Access the Camera
We need to scan a QR code to

continue setting up your mobile smart
card access.

Don't Allow

! Verizon % © 2:57PM 2]

Setup mobile smart
card access

Your organization requires your smart card
information to be stored on this device.

What you need:

Your smart card

a

Computer or kiosk with a card reader

all Verizon = © 2:68PM [c2]
< Back

Get QR code

Using your smart card, sign into a computer
or kiosk to get a QR code.

Next, you'll scan the QR code with
your camera.

Select a certificate for authentic

1l Verizon & © 2:68PM (2]
Cancel

Allow Company Portal to use
the camera?

Scan the QR code using your device's
camera. You won't be able to set up mobile
smart card access on this device without
allowing Company Portal to access the
camera.

Use camera

Use your NASA computer for these steps
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https://ssrp.nasa.gov/StartPage/

Agency-Provided New or Refresh iPhone/iPad Devices cont.

74.

75.

76.

77.

78.

79.

80.

81.

82.

If prompted to do so, enter your smartcard
PIN, then click OK.

If this is the first or only device you will have in &
Intune, select Enterprise-Managed Device
Registration.

-0OR -

If you already have another device enrolled in
Intune, select Additional Device Registration.
Don’t see Additional Device Registration?

ActiviD*
ActivClient®

Wait for a QR code to appear on your
computer screen.

Pick up and unlock your device, then point the
rear camera at the QR code on your computer
screen and allow it to scan.

all Verizon = © 2:58PM

Finishing set up...

Wait up to 4 minutes for the setup to finish. If
you receive a “something went wrong”
message, contact the ESD for assistance.

This may take up to 4 minutes. Don't
close the app until this process is

Tap Done.

finished.

Return to the Home screen, then open the
Outlook app.

Tap Add Account.

@ il Verizon &

atl Verizon & ©2:58pM 5|

Cancel

Scan the QR code displayed on the
computer screen.

I

Your NASA Derived Credentials are ready for collection

Enterprise-Managed Device Registration

Mobile AuthN and Encryption Cert Profile

Additional Device Registration

Register additional Enterprise / GFE devices

© 3:02PM [c2] © 3:03PM ail Verizon = © 3:03PM @3

1 Account Found

Success!

Il ﬂ

Within a few minutes, you should
have access to your email, devices,
Wi-Fi, and apps for work.

If your organization requires
additional steps to be completed, you
will be notified.

Tap Add Work Account.
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

83. Tap Open Authenticator.

9:41AM

84. Tap OK on the US government popup.
Outlook will close.

85. Open Outlook again. [ U5 movserarient

account detected

Please restart the app to continue.

86. Tap OK.
87. Tap Turn On.

88. Tap Allow.

“Qutlook" Would Like to Send
You Notifications g

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Congratulations! Your device is now
enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

-
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Intune Migration Guide for
NASA-Provided iPhones & iPads in MaaS360

This guide is used for devices provided by NASA through NEST and devices provided by NASA but not through NEST.
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NASA-Provided iPhone/iPad Devices

1. Open a browser on your NASA
computer and go to My Registered Devices
https://mdr.nasa.gov. =

2. Click Smartcard Login.
Smartcard Login

3. Locate the device you are migrating
to Intune, then click Unregister.
If you have multiple devices, only
unregister one at a time. Do not
unregister the next device until the
first one has been enrolled in Intune.
If the device you are migrating is not
listed, skip to step 7 on the next

[ !a { : e Remove MDM Registration

Archive Device

4. Inthe “Reason for Unregistering”
field, enter migrating to Intune then
click Yes.

Reason for Unregistering

ion 889 of the John $. M in National Defense Authoriza

5. Inthe “Actions” column, click archive
for the device you unregistered.

6. Click Yes.
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https://mdr.nasa.gov/

NASA-Provided iPhone/iPad Devices cont.

10.

11.

12.

13.

14.

Open the Settings app on your
device.

Tap General.

Scroll to the bottom and tap VPN &
Device Management.

Tap MaaS360 MDM Profile. If you
do not see MaaS360 MDM Profile
listed, please skip to step 14.

Scroll to the bottom of the profile
and tap Remove Management.

Enter your passcode then tap
Done.

Tap Remove Management.

Return to the Home screen.

2:05PM

Settings

0 Notifications

Sounds & Haptics

G Focus
8 Screen Time

General

B Home Screen & App Library
Accessibility
Wallpaper
@ standsy
o Siri & Search

2:05PM
General

Background App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

Control Center
VPN & Device M: it
D oo e

Legal & Regulatory

Transfer or Reset iPhone

1030 Ak o i Verizon o 10:31 AM

Praofile

w

10:31 AM

10
Enter Passcode

Enter your passcode

More Details

Profile

ibm-maas360-apple@wwpdl.vnet.ibm.com

This profile enables your IT Administrator to
manage your device using MaaS360.
Account Number: 30015214

Mobile Device Management
Managed App

4 Restrictions

Password Policy

Wi-Fi Network

Web Clip

Device Identity Certificate
7 Certificates

Single Sign On Extension

More Details

zEn = 10°29 AM

k VPN & Device Management

& ven

MaaS360 MDM Profile

ul' Verizon & 7:43AM -

Cupertino
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NASA-Provided iPhone/iPad Devices cont.

15.

16.

17.

18.

19.

20.

21.

Swipe from right to left across the
middle of your Home screen until
you reach the App Library.

Tap in the App Library search box at
the top of the screen.

Type Authenticator in the search
box at the top of the screen.

If you see the Microsoft
Authenticator app with the blue
lock icon in the list, press and hold
the app icon until a menu appears.

Tap Delete App.
Tap Delete.

Repeat steps 16-20 to search for
and delete Outlook, Teams, Edge,
OneDrive, and MaasS360. You may
not be able to find some of these
apps when you search — that’s OK.
Delete the apps you do find, then
go to the next step.

Sisannunese
E0BRRRARM
- 0008888 -

slgaanunes
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NASA-Provided iPhone/iPad Devices cont.

22.

23.

24,

25.

26.

27.

28.

29.

© 1:53PM

Open the App Store app.

Search for and install Intune o o

Company Portal.

Return to the Home screen and @ Intune Company Po...
open Comp Portal. Kk

Tap Sign in.

Q_ intune company portal €@

Company Portal

Tap Sign-in Options.

Tap Sign-in from another device.

e PTTET] - < CompPortal il & @ 1:53PM (Z2]

Cancel

Take note of the code that appears.

B Microsoft

Sign-in options

% Sign in from another device

@ Face, fi
af .

On your NASA computer, open a B Mic
browser and go to Sign in
https://microsoft.com/devicelogin
then enter the code from your

device and click Next.

Enter code

n-in options

Use your NASA computer
for this step

Termuoluss  Priacy K sookien ...

Termsofuse  Privacy & cookies - ..
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NASA-Provided iPhone/iPad Devices cont.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

On your NASA computer, pick an
account and complete any
additional prompts to log in.

Click Continue on the sign-in

prompt.

Once your computer shows You're
now signed in, return to your

device.

Tap OK.

Tap Allow.
Tap Begin.
Tap Continue.
Tap Continue.
Tap Allow.
Tap Close.
Tap Continue.

Tap Continue.

¥ Microsoft
Pick an account

u will be

il Verizon & © 2:45PM @

< Back

Device management and
your privacy

Here is what NASA can and cannot see or do
on your device. Data collected will only be

used to ensure your device is compliant with
policies to protect NASA data.

S

« View browsing history on this device
e your personal emails, documents, contacts,

Continue

access
LAUNCHPAD

your?

Continue to sign in?

access
LAUNCHPAD

Are you trying to sign in to

Microsoft Intune Company
Portal?

il Verizon © 2:46PM @

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

Download management profile

@ Install management profile

|
@ Checking device settings

B5 Microsoft

You're now signed in

This website is trying to download a
configuration profile. Do you want to
allow this?

Profile Downloaded
Review the profile in the Settings app if
you want to install it.

lose

all T 9:41AM

wass Close

Get notified so you don't
lose access

[ )

We'll send important notifications to your

device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

“Comp Portal” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These ca
be configured in Settings.

anll Verizon & © 2:47PM

@

Cancel @ nanage.microsoft.com aA ¢,

N NASA

Continue to Company Portal

Werosoft. Al rghts reserved.

il Verizon & © 2:45PM

Set up NASA access

Set up your device to access your emal,

devices, Wi-Fi, and apps for work.

@ Review privacy information
1

1
Install management profile

Checking device settings

anll Verizon & ©2:47PM

Nass
NASA

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

% Install management profile

|
@ Checking device settings

P
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NASA-Provided iPhone/iPad Devices cont.

42. Once the How to install management eemmesm -

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

profile screen appears, return to the
Home screen.

Open the Settings app.

Tap Profile Downloaded. If you see
More for your iPhone, tap that

message then tap Profile Downloaded.

Tap Install.

Enter your passcode then tap Done.
Tap Install.

Tap Install.

Tap Trust.

Tap Done.

Return to the Home screen and open
Comp Portal.

Tap Continue.

Wait for Company Portal to finish
checking device settings.

< Back

How to install
management profile

1.Go to the Settings app

b. Select VPN & Device Management.

2.Select Install

3.0pen the Company Portal app again

il Verizon & ©2:48PM 2]

Warning Install

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.
Remote Management
Do you trust this profile’s source to
enroll your iPhone into remote

Installing this profile will allow the management?

administrator at "https://

i.manage.microsoft.com/ 3
DeviceGatewayProxyfioshandler.ashx” to Cancel
remotely manage your iPhone.

The administrator may collect personal
data, addjremove accounts and
restrictions, install, manage, and list apps,
and remotely erase data on your iPhone.

il Verizon & © 2:47PM

Settings

Profile Downloaded

Airplane Mode
B8 wiFi
B suetootn

Cellular

Personal Hotspot

3 notifications

anl Verizon & © 2:48PM

Profile Installed

Management Profile

More Details

anl Verizon & © 2:47PM @]

Install Profile

nt Profile

More Details

il Verizon & © 2:48PM
il Verizon & © 2:48PM (2]

Enter Passcode Installing Profile

@ Management Profile

Enter your passcode

More Details

Cancel

il Verizon & © 2:49PM )

Nasa

DA Checking device settings

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

@ Install management profile

|
@ Checking device settings

Postpone
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NASA-Provided iPhone/iPad Devices cont.

Through the remaining steps, you may see
several prompts for App Installation, App
Management Change, and App Update.

Whenever you encounter these prompts,
tap Install, Manage, or Update.

Note:

* The App Installation prompt tells you
that Intune needs to install a work app
on your device.

* The App Management Change prompt
appears when you have installed an
app that can be used for work. Intune
needs your permission to manage the
app so it can keep NASA data within
the app secure.

* The App Update prompt appears when
Intune detects that one of your
managed apps may be out of date and
needs an update.

App Installation

NASA is about to install and manage
the app "Microsoft Authenticator” from
the App Store.

Your iTunes account will not be
charged for this app.

Cancel Install Cancel

App Update

NASA is about to update the app
“Microsoft Teams" from the App Store.

App Management Change

Would you like to let NASA take
management of the app “Intune
Company Portal”? Your app data will
become managed.
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

54.

55.

56.
57.
58.

59.
60.
61.

62.

63.

Tap Done.

Return to the Home screen, then open
Authenticator.

Tap Accept.
Tap Continue.
Tap Add work or school account.

If an App Lock Enabled message
appears, tap OK.

Look and confirm that your account is
listed, but do not tap it.

Return to the Home screen, then open
the Teams app.

Tap your NASA account.

Tap Allow.

-l 9:41AM

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Get your device managed
|

@ Checking device settings

App lock enabled

To better protect Authenticator, we've
enabled app lock by default. To turn it

off, go to the app settings.

OK

Microsoft Privacy Statement Microsoft Privacy Statement

Microsoft Entra ID @
yourAUID@ndc.nasa.gov

9:41AM all Verizon & © 2:01PM

Help us improve Microsoft
Authenticator

Secure Your Digital Life

& Sign in with Microsoft

Help improve the app by
sharing your app usage data

5:55PM

Microsoft Teams

cof

“Teams" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

64.

65.

66.

67.

68.

69.

70.

71.

72.

Tap Allow.

Tap OK. This will cause the app to close
and return you to the Home screen.

Open Teams again.

Create a complex 8-digit PIN. Don't use
repeating or sequential numbers (e.g.,
11112222, 12345678, 87654321).

Confirm your PIN by entering it again.
Tap Got It.

Return to the Home screen and open
the Edge app.

Tap Skip Introduction.

Tap Not now.

“Teams" Would Like to
Access the Microphone
This will let you make calls and record

voice messages.

Don't Allow Allow

Change in notifications

Receive notifications on this device only
when you are not actively using Teams on
other devices. You can change this in your

settings.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

_—

all & © 9:41AM

Say goodbye to annoying
ads

Ad Blocker

© 12:02PM

To access your organization's data with
this app, set a PIN.

I

Your organization has not allowed you to set a
PIN with repeats or sequences. Ex. 123 or 111.
Your PIN must contain at least 8 digits.

© 9:41AM

-

Customize to make
homepage your own

Show wallpapers
Show shortcuts

Show news feeds

© 12:02PM (=)

Confirm your PIN.

1

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% »100% > /()




Agency-Provided New or Refresh iPhone/iPad Devices cont.

73.

74.

75.

76.

77.

78.

79.

80.

81.

Tap Sign in to sync OR tap Continue.
Tap Not now.

Uncheck the Help Improve Microsoft
bubble, then tap Confirm.

Tap OK, which will close Edge.

Open the Settings app. If necessary,
tap the back arrow in the upper-left
corner until you reach the main
Settings page.

Scroll down the list of settings until
you find Edge, then tap it.

Tap Default Browser App.

Tap Edge to make a checkmark
appear next to it.

Return to the Home screen, then
open the Comp Portal app.

© 9:41AM

©

Hi Your Name

SC-CD211)

I Continue |

il Verizon & © 12:03PM
Settings
Camera
Books
) Podcasts

Game Center
5 TV Provider

Authenticator

Comp Portal

€ Edge

@ OneDrive

& Outlook

@ Teams

© 9:41AM
W

Make Microsoft Edge
your default browser

Set as default browser

© 12:03PM

a Siri & Search

(2 Background App Refresh

Default Browser App of

Allow Cross-Website Tracking

© 9:41AM

Your data, your privacy

Microsoft Edge respects your privacy

e &2 Your organization is now
protecting its data in this app.
You need to restart the app to
continue.

© 12:03PM

< Edge Default Browser App

@ Safari

€ Edge
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

82.

83.

84.

85.

86.

87.

88.

89.

90.

Tap Notifications.

Tap the mobile smartcard message
that appears.

Tap Begin.
Tap Continue.
Tap Use Camera.

Tap Allow. This will activate the
camera on your device.

With the camera view still showing
on the device screen, set your
device down and return to your
NASA computer.

On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/
then click Begin.

If prompted to Select a certificate
for authentication, select the
certificate with your name, then
click OK.

ol Verizon © 2:57PM [c2) il Verizon & @ 2:57PM

it

NASA

Recently published

Webex for Intune
l 3
w Microsoft Visio Viewer

Microsoft Lists

3 Microsoft 365 (Office)

9]

“Comp Portal” Would Like to
Access the Camera
We need to scan a QR code to

continue setting up your mobile smart
card access.

Don't Allow

! Verizon % © 2:57PM 2]

Setup mobile smart
card access

Your organization requires your smart card
information to be stored on this device.

What you need:

Your smart card

a

Computer or kiosk with a card reader

il Verizon & © 2:58PM [€2]
< Back
Get QR code

Using your smart card, sign into a computer
or kiosk to get a QR code.

Next, you'll scan the QR code with
your camera.

Select a certificate for authentication

1l Verizon & © 2:68PM (2]
Cancel

Allow Company Portal to use
the camera?

Scan the QR code using your device's
camera. You won't be able to set up mobile
smart card access on this device without
allowing Company Portal to access the
camera.

Use camera

Use your NASA computer for these steps
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

91.

92.

93.

94.

95.

96.

97.

98.

99.

If prompted to do so, enter your smartcard
PIN, then click OK.

If this is the first or only device you will have in &
Intune, select Enterprise-Managed Device
Registration.

-0OR -

If you already have another device enrolled in
Intune, select Additional Device Registration.
Don’t see Additional Device Registration?

ActiviD*
ActivClient®

Wait for a QR code to appear on your
computer screen.

Pick up and unlock your device, then point the
rear camera at the QR code on your computer
screen and allow it to scan.

all Verizon = © 2:58PM

Finishing set up...

Wait up to 4 minutes for the setup to finish. If
you receive a “something went wrong”
message, contact the ESD for assistance.

This may take up to 4 minutes. Don't
close the app until this process is

Tap Done.

finished.

Return to the Home screen, then open the
Outlook app.

Tap Add Account.

@ il Verizon &

i Verizon & © 2:58PM o)

Cancel

Scan the QR code displayed on the
computer screen.

I

Your NASA Derived Credentials are ready for collection

Enterprise-Managed Device Registration

Mobile AuthN and Encryption Cert Profile

Additional Device Registration

Register additional Enterprise / GFE devices

© 3:02PM [c2] © 3:03PM ail Verizon = © 3:03PM @3

1 Account Found

Success!

Il ﬂ

Within a few minutes, you should
have access to your email, devices,
Wi-Fi, and apps for work.

If your organization requires
additional steps to be completed, you
will be notified.

Tap Add Work Account.
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Agency-Provided New or Refresh iPhone/iPad Devices cont.

100. Tap Open Authenticator.

9:41AM

101. Tap OK on the US government popup.
Outlook will close.

102. Open Outlook again.

Your organization is now
protecting its data in this app.

You need to restart the app to our inbox is
da ng them mi

US government
account detected

Please restart the app to continue.

103Tap OK. 7 : : Lo 7‘ — continue.

104. Tap Turn On.

105. Tap Allow.

“Outlook” Would Like to Send 1
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Congratulations! Your device is now
enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.




Intune Migration Guide for
Personally Owned iPhones & iPads in MaaS360
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Personally Owned iPhone/iPad Devices

1. Open a browser on your NASA
computer and go to My Registered Devices
https://mdr.nasa.gov. =

2. Click Smartcard Login.
Smartcard Login

3. Locate the device you are migrating
to Intune, then click Unregister. If
you have multiple devices, only
unregister one at a time. Do not
unregister the next device until the
first one has been enrolled in Intune.
If the device you are migrating is not
listed, skip to step 7 on the next

[ !a { : e Remove MDM Registration

Archive Device

4. Inthe “Reason for Unregistering”
field, enter migrating to Intune then
click Yes.

Reason for Unregistering

ion 889 of the John $. M in National Defense Authoriza

5. Inthe “Actions” column, click archive
for the device you unregistered.

6. Click Yes.
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Personally Owned iPhone/iPad Devices cont.

10.

11.

12.

13.

14.

Open the Settings app on your
device.

Tap General.

Scroll to the bottom and tap VPN &
Device Management.

Tap MaaS360 MDM Profile. If you
do not see MaaS360 MDM Profile
listed, please skip to step 14.

Scroll to the bottom of the profile
and tap Remove Management.

Enter your passcode then tap
Done.

Tap Remove Management.

Return to the Home screen.

2:05PM

Settings

0 Notifications
Sounds & Haptics
G Focus

8 Screen Time

General

Control Center
EY oisplay & Brightness
B Home Screen & App Library
Accessibility
Wallpaper
@ standsy
o Siri & Search

1030 Ak

Praofile

10:31 AM

10
Enter Passcode

Enter your passcode

More Details

w

2:05PM
General

ackground App Refresh

Date & Time
Keyboard

Fonts

Language & Region

Dictionary

VPN & Device Management

Legal & Regulatory

Transfer or Reset iPhone

| Verizon o 10:31 AM

Profile

ibm-maas360-apple@wwpdl.vnet.ibm.com

This profile enables your IT Administrator to
manage your device using MaaS360.
Account Number: 30015214

Mobile Device Management
Managed App

4 Restrictions

Password Policy

Wi-Fi Network

Web Clip

Device Identity Certificate
7 Certificates

Single Sign On Extension

More Details

zEn = 10°29 AM

k VPN & Device Management

& ven

MaaS360 MDM Profile

ul' Verizon & 7:43AM -

Cupertino
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Personally Owned iPhone/iPad Devices cont.

15.

16.

17.

18.

19.

20.

21.

Swipe from right to left across the
middle of your Home screen until
you reach the App Library.

Tap in the App Library search box at
the top of the screen.

Type Authenticator in the search
box at the top of the screen.

If you see the Microsoft
Authenticator app with the blue
lock icon in the list, press and hold
the app icon until a menu appears.

Tap Delete App.
Tap Delete.

Repeat steps 16-20 to search for
and delete Outlook, Teams, Edge,
OneDrive, and MaasS360. You may
not be able to find some of these
apps when you search — that’s OK.
Delete the apps you do find, then
go to the next step.

Sisannunese
E0BRRRARM
- 0008888 -
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Personally Owned iPhone/iPad Devices cont.

22.

23.

24,

25.

26.

27.

28.

29.

© 1:53PM

Open the App Store app.

Search for and install Intune o o

Company Portal.

Return to the Home screen and @ Intune Company Po...
open Comp Portal. Kk

Tap Sign in.

Q_ intune company portal €@

Company Portal

Tap Sign-in Options.

Tap Sign-in from another device.

e PTTET] - < CompPortal il & @ 1:53PM (Z2]

Cancel

Take note of the code that appears.

B Microsoft

Sign-in options

% Sign in from another device

@ Face, fi
af .

On your NASA computer, open a B Mic
browser and go to Sign in
https://microsoft.com/devicelogin
then enter the code from your

device and click Next.

Enter code

n-in options

Use your NASA computer
for this step

Termuoluss  Priacy K sookien ...

Termsofuse  Privacy & cookies - ..
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Personally Owned iPhone/iPad Devices cont.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

On your NASA computer, pick an
account and complete any
additional prompts to log in.

Click Continue on the sign-in

prompt.

Once your computer shows You're
now signed in, return to your

device.

Tap OK.

Tap Allow.
Tap Begin.
Tap Continue.
Tap Continue.
Tap Allow.
Tap Close.
Tap Continue.

Tap Continue.

¥ Microsoft
Pick an account

u will be

il Verizon & © 2:45PM @

< Back

Device management and
your privacy

Here is what NASA can and cannot see or do
on your device. Data collected will only be

used to ensure your device is compliant with
policies to protect NASA data.

S

« View browsing history on this device
e your personal emails, documents, contacts,

Continue

access
LAUNCHPAD

your?

Continue to sign in?

access
LAUNCHPAD

Are you trying to sign in to

Microsoft Intune Company
Portal?

il Verizon © 2:46PM @

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

Download management profile

@ Install management profile

|
@ Checking device settings

B5 Microsoft

You're now signed in

This website is trying to download a
configuration profile. Do you want to
allow this?

Profile Downloaded
Review the profile in the Settings app if
you want to install it.

lose

all T 9:41AM

wass Close

Get notified so you don't
lose access

[ )

We'll send important notifications to your

device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

“Comp Portal” Would Like to
Send You Notifications
Notifications may include alerts,
sounds, and icon badges. These ca
be configured in Settings.

anll Verizon & © 2:47PM

@

Cancel @ nanage.microsoft.com aA ¢,

N NASA

Continue to Company Portal

Werosoft. Al rghts reserved.

il Verizon & © 2:45PM

Set up NASA access

Set up your device to access your emal,

devices, Wi-Fi, and apps for work.

@ Review privacy information
1

1
Install management profile

Checking device settings

anll Verizon & ©2:47PM

Nass
NASA

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

% Install management profile

|
@ Checking device settings

P
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@ Download management profile
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Personally Owned iPhone/iPad Devices cont.

42. Once the How to install management eemmesm -

43.

44.

45.

46.

47.

48.

49.

50.

51.

52.

53.

profile screen appears, return to the
Home screen.

Open the Settings app.

Tap Profile Downloaded. If you see
More for your iPhone, tap that

message then tap Profile Downloaded.

Tap Install.

Enter your passcode then tap Done.
Tap Install.

Tap Install.

Tap Trust.

Tap Done.

Return to the Home screen and open
Comp Portal.

Tap Continue.

Wait for Company Portal to finish
checking device settings.

< Back

How to install
management profile

1.Go to the Settings app

b. Select VPN & Device Management.

2.Select Install

3.0pen the Company Portal app again

il Verizon & ©2:48PM 2]

Warning Install

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.
Remote Management
Do you trust this profile’s source to
enroll your iPhone into remote

Installing this profile will allow the management?

administrator at "https://

i.manage.microsoft.com/ 3
DeviceGatewayProxyfioshandler.ashx” to Cancel
remotely manage your iPhone.

The administrator may collect personal
data, addjremove accounts and
restrictions, install, manage, and list apps,
and remotely erase data on your iPhone.

il Verizon & © 2:47PM

Settings

Profile Downloaded

Airplane Mode
B8 wiFi
B suetootn

Cellular

Personal Hotspot

3 notifications

anl Verizon & © 2:48PM

Profile Installed

Management Profile

More Details

anl Verizon & © 2:47PM @]

Install Profile

nt Profile

More Details

il Verizon & © 2:48PM
il Verizon & © 2:48PM (2]

Enter Passcode Installing Profile

@ Management Profile

Enter your passcode

More Details

Cancel

il Verizon & © 2:49PM )

Nasa

DA Checking device settings

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

@ Install management profile

|
@ Checking device settings

Postpone
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Personally Owned iPhone/iPad Devices cont.

Through the remaining steps, you may see
several prompts for App Installation, App
Management Change, and App Update.

Whenever you encounter these prompts,
tap Install, Manage, or Update.

Note:

* The App Installation prompt tells you
that Intune needs to install a work app
on your device.

* The App Management Change prompt
appears when you have installed an
app that can be used for work. Intune
needs your permission to manage the
app so it can keep NASA data within
the app secure.

* The App Update prompt appears when
Intune detects that one of your
managed apps may be out of date and
needs an update.

App Installation App Management Change
NASA is about to install and manage Would you like to let NASA take

the app "Microsoft Authenticator” from
the App Store.
Your iTunes account will not be
charged for this app.

Cancel Install Cancel

App Update

NASA is about to update the app
“Microsoft Teams" from the App Store.

management of the app “Intune
Company Portal”? Your app data will
become managed.

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% >100% > 1




Personally Owned iPhone/iPad Devices cont.

54. Tap Done. v

55. Return to the Home screen, then open
Authenticator. You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

56. Tap Accept.

@ Get your device managed
|

@ Checking device settings

57. Tap Continue.

58. Tap Add work or school account.
59. If an App Lock Enabled message -
appears, tap OK.

60. Look and confirm that your account is
listed, but do not tap it.

61. Return to the Home screen, then open

the Teams app. App lock enabled

To better protect Authenticator, we've
enabled app lock by default. To turn it

62. Tap your NASA account. off, go to the app settings.

OK

63. Tap Allow.

Microsoft Entra ID @
yourAUID@ndc.nasa.gov

9:41AM all Verizon & © 2:01PM

Help us improve Microsoft
Authenticator

Secure Your Digital Life

& Sign in with Microsoft

Help improve the app by
sharing your app usage data

Microsoft Privacy Statement Microsoft Privacy Statement

5:55PM

Microsoft Teams

cof

“Teams" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% >100% > -




Personally Owned iPhone/iPad Devices cont.

64.

65.

66.

67.

68.

69.

70.

71.

72.

Tap Allow.

Tap OK. This will cause the app to close
and return you to the Home screen.

“Teams" Would Like to
Access the Microphone
This will let you make calls and record

Open Tea mS again. voice messages.

Don't Allow Allow

Create a complex 8-digit PIN. Don't use
repeating or sequential numbers (e.g.,
11112222, 12345678, 87654321).

Confirm your PIN by entering it again.
Tap Got It.

Return to the Home screen and open
the Edge app.

Tap Skip Introduction.

Tap Not now.

Change in notifications

Receive notifications on this device only
when you are not actively using Teams on
other devices. You can change this in your

settings.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

_—

all & © 9:41AM

Say goodbye to annoying
ads

Ad Blocker

© 12:02PM

To access your organization's data with
this app, set a PIN.

I

Your organization has not allowed you to set a
PIN with repeats or sequences. Ex. 123 or 111.
Your PIN must contain at least 8 digits.

© 9:41AM

-

Customize to make
homepage your own

Show wallpapers
Show shortcuts

Show news feeds

© 12:02PM (=)

Confirm your PIN.

1
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Personally Owned iPhone/iPad Devices cont.

73.
74.

75.

76.

77.

78.

79.

80.

81.

Tap Sign in to sync OR tap Continue.
Tap Not now.

Uncheck the Help Improve Microsoft
bubble, then tap Confirm.

Tap OK, which will close Edge.

Open the Settings app. If necessary,
tap the back arrow in the upper-left
corner until you reach the main
Settings page.

Scroll down the list of settings until
you find Edge, then tap it.

Tap Default Browser App.

Tap Edge to make a checkmark appear
next to it.

Return to the Home screen, then
open the Comp Portal app.

© 9:41AM

©

Hi Your Name

SC-CD211)

I Continue |

il Verizon B © 12:03PM
Settings
[ Camera
Books

&Y Podcasts

W Game Center
TV Provider

@ Authenticator

Fl  Comp Portal

€ Edge

@ OneDrive

& Outlook

W Teams

© 9:41AM
W

Make Microsoft Edge
your default browser

Set as default browser

© 12:03PM

a Siri & Search

Background App Refresh

Default Browser App Saf

Allow Cross-Website Tracking

© 9:41AM

Your data, your privacy

Microsoft Edge respects your privacy

datais col Your organization is now

protecting its data in this app.
You need to restart the app to
continue.

© 12:03PM

< Edge Default Browser App

@ Safari
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Personally Owned iPhone/iPad Devices cont.

82.

83.

84.

85.

86.

87.

88.

89.

90.

Tap Notifications.

Tap the mobile smartcard message
that appears.

Tap Begin.
Tap Continue.
Tap Use Camera.

Tap Allow. This will activate the
camera on your device.

With the camera view still showing
on the device screen, set your
device down and return to your
NASA computer.

On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/
then click Begin.

If prompted to Select a certificate
for authentication, select the
certificate with your name, then
click OK.

ol Verizon © 2:57PM [c2) il Verizon & @ 2:57PM

it

NASA

Recently published

Webex for Intune
l 3
w Microsoft Visio Viewer

Microsoft Lists

“Comp Portal” Would Like to
Access the Camera
We need to scan a QR code to

continue setting up your mobile smart
card access.

Don't Allow

! Verizon % © 2:57PM 2]

Setup mobile smart
card access

Your organization requires your smart card
information to be stored on this device.

What you need:

Your smart card

a

Computer or kiosk with a card reader

all Verizon = © 2:68PM [c2]
< Back

Get QR code

Using your smart card, sign into a computer
or kiosk to get a QR code.

Next, you'll scan the QR code with
your camera.

1l Verizon & © 2:68PM (2]
Cancel

Allow Company Portal to use
the camera?

Scan the QR code using your device's
camera. You won't be able to set up mobile
smart card access on this device without
allowing Company Portal to access the
camera.

Use camera

Use your NASA computer for these steps

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% » 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% »100% > [,
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Personally Owned iPhone/iPad Devices cont.

91.

92.

93.

94.

95.

96.

97.

98.

99.

i Verizon & © 2:58PM o)

Cancel

If prompted to do SO’ e.nter your % Scan the QR code displayed on the
smartcard PIN, then click OK.

Your NASA Derived Credentials are ready for collection

Click Personal Device Registration.

ActiviD*
ActivClient®

Wait for a QR code to appear on your
computer screen.

D Personal Device Registration

Mobile AuthN and Encryption Cert Profile

Pick up and unlock your device, then

point the rear camera at the QR code
on your computer screen and allow it
to scan.

Wait up to 4 minutes for the setup to
finish. If you receive a “something
went wrong” message, contact the
ESD for assistance.

© 2:58PM i ® 3:02PM il Verizon & ® 3:03PM il Verizon B © 3:03PM @

Finishing set up... Success!

your.name @nasa.gov
icrosoft 365 or Exchange (Hybrid) Account

Tap Done. : 11 ‘g
This may take up tq 4 minutes. an‘t Within a few minutes, you should
Ret u rn tO t h e H O m e SC ree n' t h e n close the amfii:i;‘:]\legj\s process is have‘f;;:f;?sa;zya‘t:)l;%eg?&i;\'uces,
O pe n t h e O utIOOk a p p . additional s‘:zﬁi(eonbjiggg?pleled, you
Tap Add Account.
Tap Add Work Account.
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Personally Owned iPhone/iPad Devices cont.

100. Tap Open Authenticator.

9:41AM

101. Tap OK on the US government popup.
Outlook will close.

. -~ y [— Your organization is now
102. Open Outlook again. . US government et W oe bl ool B
) accountrdrertret?terd - You need to restart the app to our inbox is
Please restart the app to continue. continue. da ng them mi
103.Ta p (0] & ©
104. Tap Turn On.
105. Tap Allow.

“Qutlook" Would Like to Send
You Notifications g

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Congratulations! Your device is now
enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.




Intune Enrollment Guide for
New Personal and Org-Provided iPhones & iPads
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New Personal and Org-Provided iPhone/iPad Devices

© 1:53PM

1. Open the App Store app.

2. Search for and install Intune o o

Company Portal. Q. intune company portal @

Company Portal

3. Return to the Home screen and @ Intune Company Po...
open Comp Portal. Kk

4. Tap Signin.

5. Tap Sign-in Options.

6. Tap Sign-in from another device.

e PTTET] - < CompPortal il & @ 1:53PM (Z2]

Cancel

7. Take note of the code that appears.

B Microsoft

Sign-in options

% Sign in from another device

@ Face, fi
af .

8. Onyour NASA computer, open a
browser and go to Staain
https://microsoft.com/devicelogin
then enter the code from your
device and click Next.

Enter code

n-in options

Use your NASA computer
for this step

Termuoluss  Priacy K sookien ...

Termsofuse  Privacy & cookies - ..

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% »100% > (;()
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New Personal and Org-Provided iPhone/iPad Devices cont.

9.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.

20.

On your NASA computer, pick an
account and complete any
additional prompts to log in.

Click Continue on the sign-in

prompt.

Once your computer shows You're
now signed in, return to your

device.

Tap OK.

Tap Allow.
Tap Begin.
Tap Continue.
Tap Continue.
Tap Allow.
Tap Close.
Tap Continue.

Tap Continue.

B2 Microsoft

Pick an account

u will be

il Verizon & © 2:45PM @

< Back

Device management and
your privacy

Here is what NASA can and cannot see or do
on your device. Data collected will only be

used to ensure your device is compliant with
policies to protect NASA data.

S

« View browsing history on this device
e your personal emails, documents, contacts,

Continue

access
LAUNCHPAD

your?

Continue to sign in?

access
LAUNCHPAD

Are you trying to sign in to

Microsoft Intune Company
Portal?

il Verizon © 2:46PM @

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

Download management profile
]

@ Install management profile

|
@ Checking device settings

B5 Microsoft

You're now signed in

This website is trying to download a
configuration profile. Do you want to
allow this?

Profile Downloaded
Review the profile in the Settings app if
you want to install it.

lose

all T 9:41AM

wass Close

Get notified so you don't
lose access

[ )

We'll send important notifications to your
device when action is needed so you can
keep accessing work resources.

You can turn this off later in app settings.

“Comp Portal” Would Like to
Send You Notifications

Notifications may include alerts,
sounds, and icon badges. These ca
be configured in Settings.

anll Verizon & © 2:47PM

@

Cancel @ nanage.microsoft.com aA ¢,

N NASA

Continue to Company Portal

Werosoft. Al rghts reserved.

il Verizon & © 2:45PM

Set up NASA access

Set up your device to access your emal,

devices, Wi-Fi, and apps for work.

@ Review privacy information
1
1

Install management profile

Checking device settings

anll Verizon & ©2:47PM

Nass
NASA

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

% Install management profile

|
@ Checking device settings

P
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@ Download management profile

@

)




New Personal and Org-Provided iPhone/iPad Devices cont.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

Once the How to install management s -

profile screen appears, return to the
Home screen.

Open the Settings app.

Tap Profile Downloaded. If you see
More for your iPhone, tap that

message then tap Profile Downloaded.

Tap Install.

Enter your passcode then tap Done.
Tap Install.

Tap Install.

Tap Trust.

Tap Done.

Return to the Home screen and open
Comp Portal.

Tap Continue.

Wait for Company Portal to finish
checking device settings.

< Back

How to install
management profile

1.Go to the Settings app

b. Select VPN & Device Management.

2.Select Install

3.0pen the Company Portal app again

il Verizon & ©2:48PM 2]

Warning Install

Installing the certificate “Microsoft Intune
Root Certification Authority” will add it to
the list of trusted certificates on your
iPhone.
Remote Management
Do you trust this profile’s source to
enroll your iPhone into remote

Installing this profile will allow the management?

administrator at "https://

i.manage.microsoft.com/ 3
DeviceGatewayProxyfioshandler.ashx” to Cancel
remotely manage your iPhone.

The administrator may collect personal
data, addjremove accounts and
restrictions, install, manage, and list apps,
and remotely erase data on your iPhone.

il Verizon & © 2:47PM

Settings

Profile Downloaded

Airplane Mode
B8 wiFi
B suetootn

Cellular

Personal Hotspot

3 notifications

anl Verizon & © 2:48PM

Profile Installed

Management Profile

More Details

anl Verizon & © 2:47PM @]

Install Profile

nt Profile

More Details

il Verizon & © 2:48PM
il Verizon & © 2:48PM (2]

Enter Passcode Installing Profile

@ Management Profile

Enter your passcode

More Details

Cancel

il Verizon & © 2:49PM )

Nasa

DA Checking device settings

Set up NASA access

Set up your device to access your email,
devices, Wi-Fi, and apps for work.

@ Review privacy information

@ Download management profile

@ Install management profile

|
@ Checking device settings

Postpone
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New Personal and Org-Provided iPhone/iPad Devices cont.

Through the remaining steps, you may see
several prompts for App Installation, App

Management Change, and App Update. App Installation App Management Change
NASA is about to install and manage Would you like to let NASA take
the app "Microsoft Authenticator” from manaaement of the app “Intune
Whenever you encounter these prompts, the App Store. S PP

Company Portal”? Your app data will

tap Install, Manage. or Update. Your iTunes account will not be
p ’ ge, P B e become managed.

Cancel Install Cancel Manage

Note:

* The App Installation prompt tells you
that Intune needs to install a work app
on your device.

App Update

NASA is about to update the app
“Microsoft Teams" from the App Store.

* The App Management Change prompt
appears when you have installed an
app that can be used for work. Intune Conce
needs your permission to manage the

app so it can keep NASA data within
the app secure.

* The App Update prompt appears when
Intune detects that one of your
managed apps may be out of date and

needs an update. [ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% » 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% >100% > 3




New Personal and Org-Provided iPhone/iPad Devices cont.

33.

34.

35.
36.
37.

38.
39.
40.

41.

42.

Tap Done.

Return to the Home screen, then open
Authenticator.

Tap Accept.
Tap Continue.
Tap Add work or school account.

If an App Lock Enabled message
appears, tap OK.

Look and confirm that your account is
listed, but do not tap it.

Return to the Home screen, then open
the Teams app.

Tap your NASA account.

Tap Allow.

-l 9:41AM

You're all set!

You should now have access to your email,
devices, Wi-Fi, and apps for work.

@ Get your device managed
|

@ Checking device settings

App lock enabled

To better protect Authenticator, we've
enabled app lock by default. To turn it

off, go to the app settings.

OK

Microsoft Privacy Statement Microsoft Privacy Statement

Microsoft Entra ID @
yourAUID@ndc.nasa.gov

9:41AM all Verizon & © 2:01PM

Help us improve Microsoft
Authenticator

Secure Your Digital Life

& Sign in with Microsoft

Help improve the app by
sharing your app usage data

5:55PM

Microsoft Teams

cof

“Teams" Would Like to Send
You Notifications

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Don't Allow

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% »100% > (1/




New Personal and Org-Provided iPhone/iPad Devices cont.

43.

44,

45.

46.

47.

48.

49.

50.

51.

Tap Allow.

Tap OK. This will cause the app to close
and return you to the Home screen.

Open Teams again.

Create a complex 8-digit PIN. Don't use
repeating or sequential numbers (e.g.,
11112222, 12345678, 87654321).

Confirm your PIN by entering it again.
Tap Got It.

Return to the Home screen and open
the Edge app.

Tap Skip Introduction.

Tap Not now.

“Teams" Would Like to
Access the Microphone
This will let you make calls and record

voice messages.

Don't Allow Allow

Change in notifications

Receive notifications on this device only
when you are not actively using Teams on
other devices. You can change this in your

settings.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

_—

all & © 9:41AM

Say goodbye to annoying
ads

Ad Blocker

© 12:02PM

To access your organization's data with
this app, set a PIN.

I

Your organization has not allowed you to set a
PIN with repeats or sequences. Ex. 123 or 111.
Your PIN must contain at least 8 digits.

© 9:41AM

-

Customize to make
homepage your own

Show wallpapers
Show shortcuts

Show news feeds

© 12:02PM (=)

Confirm your PIN.

1
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New Personal and Org-Provided iPhone/iPad Devices cont.

52.

53.

54.

55.

56.

57.

58.

59.

60.

Tap Sign in to sync OR tap Continue.

Tap Not now.

Uncheck the Help Improve Microsoft

bubble, then tap Confirm.
Tap OK, which will close Edge.

Open the Settings app. If necessary,
tap the back arrow in the upper-left
corner until you reach the main
Settings page.

Scroll down the list of settings until
you find Edge, then tap it.

Tap Default Browser App.

Tap Edge to make a checkmark
appear next to it.

Return to the Home screen, then
open the Comp Portal app.

© 9:41AM

Hi Your Name

SC-CD211)

I Continue |

aall Verizon B © 12:03PM

Settings

Camera
Books
Podcasts

Game Center
=] TV Provider

Authenticator

Comp Portal

@ OneDrive

& Outlook

@ Teams

© 9:41AM

A 4
Make Microsoft Edge
your default browser

Set as default browser

all Verizon & © 12:03PM

< Settings Edge

e Siri & Search

Background App Refresh

Default Browser App af

Allow Cross-Website Tracking

© 9:41AM

Your data, your privacy

Microsoft Edge respects your privacy

datais col

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

© 12:03PM

< Edge Default Browser App

@ Safari

_ Edge v
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New Personal and Org-Provided iPhone/iPad Devices cont.

61.

62.

63.

64.

65.

66.

67.

68.

69.

Tap Notifications.

Tap the mobile smartcard message
that appears.

Tap Begin.
Tap Continue.
Tap Use Camera.

Tap Allow. This will activate the
camera on your device.

With the camera view still showing
on the device screen, set your
device down and return to your
NASA computer.

On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/
then click Begin.

If prompted to Select a certificate
for authentication, select the
certificate with your name, then
click OK.

ol Verizon © 2:57PM [c2) il Verizon & @ 2:57PM

NASA

Recently published

Webex for Intune
l 3
w Microsoft Visio Viewer

Microsoft Lists

3 Microsoft 365 (Office)

9]

“Comp Portal” Would Like to
Access the Camera
We need to scan a QR code to

continue setting up your mobile smart
card access.

Don't Allow

! Verizon % © 2:57PM 2]

Setup mobile smart
card access

Your organization requires your smart card
information to be stored on this device.

What you need:

Your smart card

a

Computer or kiosk with a card reader

all Verizon = © 2:68PM [c2]
< Back

Get QR code

Using your smart card, sign into a computer
or kiosk to get a QR code.

Next, you'll scan the QR code with
your camera.

Select a certificate for authentication

1l Verizon & © 2:68PM (2]
Cancel

Allow Company Portal to use
the camera?

Scan the QR code using your device's
camera. You won't be able to set up mobile
smart card access on this device without
allowing Company Portal to access the
camera.

Use camera

Use your NASA computer for these steps
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New Personal and Org-Provided iPhone/iPad Devices cont.

il Verizon © 2:58PM - @)

Personal Device Registration Cancel

Mobile AuthN and Encryption Cert Profile % Scan the QR code displayed on the
computer screen.

Your NASA Derived Credentials are ready for collection

70. If prompted to do so, enter your smartcard
PIN, then click OK. D

71. Click Personal Device Registration if you own
the device, click NASA Furnished Device
Registration if your organization provided the Activeiiens
device, or click Additional Device Registration
if you have already enrolled another device in
Intune.

NASA Furnished Device Registration

Mobile AuthN and Encryption Cert Profile

72. Wait for a QR code to appear on your
computer screen.

Additional Device Registration

Register additional Enterprise / GFE devices

73. Pick up and unlock your device, then point the
rear camera at the QR code on your computer
screen and allow it to scan.

anll Verizon = © 2:58PM @ il Verizon & © 3:02PM @ i 3 K © 3:03PM il Verizon & © 3:03PM @

1 Account Found

74. Wait up to 4 minutes for the setup to finish. If
you receive a “something went wrong”
message, contact the ESD for assistance.

75. Tap Done. I "g

Finishing set up... Success!

This may take up to 4 minutes. Don't Within a few minutes, you should
76 Retu rn to the Home screen then open the close the app until this process is have access to your email, devices,
’
finished. Wi-Fi, and apps for work.
If your organization requires
0 Utl 00 k a p p . additional steps to be completed, you

will be notified.

77. Tap Add Account.

78. Tap Add Work Account.
[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% > 100% >

Add Account

Create New Account

Add Work Account




New Personal and Org-Provided iPhone/iPad Devices cont.

79. Tap Open Authenticator.

9:41AM

80. Tap OK on the US government popup.
Outlook will close.

81. Open Outlook again.

Please restart the app to continue.

82. Tap OK.
83. Tap Turn On.

84. Tap Allow.

“Qutlook" Would Like to Send
You Notifications g

Notifications may include alerts,
sounds, and icon badges. These can
be configured in Settings.

Congratulations! Your device is now
enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.

Your organization is now
protecting its data in this app.
You need to restart the app to

continue.

-

our inbox is
ng them mi




Device Preparation Steps for
Agency-Provided (NEST) and Org-Provided Android Devices
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Device Preparation Steps for Agency-Provided and Org-Provided Android Devices

WARNING: The enrollment process requires that
you reset your device. Before you begin, please
ensure you have followed the steps to sync your
personal and work data.

1.

Open a browser on your NASA computer and go
to https://mdr.nasa.gov.

Click Smartcard Login.

Locate the device you are migrating to Intune,
then click Unregister. If you have multiple
devices, only unregister one at a time. Do not
unregister the next device until the first one has
been enrolled in Intune. If the device you are
migrating is not listed, skip to step 7 on the next

page.

In the “Reason for Unregistering” field, enter
migrating to Intune, then click Yes.

In the “Actions” column, click archive for the
device you unregistered.

Click Yes.

Smartcard Login

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% ,} 55% > 60% » 65% » 70% > 75% » 80% » 85% > 90% » 95% »100% » 7|
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Device Preparation Steps for Agency-Provided and Org-Provided Android Devices

7. Open Settings and tap Apps.

8. Tap Maas360.

zA A @A 240 G FAR 240 B @ <

9. Tap Uninstall.

Settings < Apps o i < Appinfo < App info

10' Ta p OK' [ | Link to Windows Service @ WEEEED @ HEEESTHY

Privacy

G Live Transcribe & Sound Notifica..

Digital Wellbeing and parental
controls @ MaaS360

Battery and de are I) Maps

Notifications
All

Screen time

Q o

@ Messages )
Defaults
General management

Set as default Set as default
@ Modes and Routines n this app In this app

Language
My Files Maa$360

Do you want to uninstall this app?

My Verizon
. = Cancel

Software update

Tips and help
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Device Preparation Steps for Agency-Provided and Org-Provided Android Devices

11. Open Settings, scroll to the bottom, and
tap About phone.

12. Scroll to the bottom and tap Reset.

13 o Ta p Fa cto ry data reset. Settings ) About phone { Factory data reset
Digital Wellbeing and parental

controls Drive

14. Tap Reset.

nobile netwark settings Google TV

@ Device care
g Apps

Reset Wi-Fi and Bluetooth settings GPay

Fasck Microsoft 365 (Office)
eset acce:

Status information , Outlook

a General management
. Photos

Legal information

ﬂ Accessibility Spotify
Software information

YouTube Music

Software update Battery information

Tips and help ing for something else?

o About phone
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Who provided the device you are enrolling?

Select your answer:

\V

device through NEST

(/[

gency proviaed)

SA provided the SA provided the

ce outside of NEST
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Agency-Provided Android Devices

Tap Start.
Tap Agree.
Tap Next.

Tap Settings.

Select a Wi-Fi network.

Enter the password to
the Wi-Fi network and

tap Connect.
Tap Next.

Tap Agree.

Welcomel!

Emergency call

Set up Wi-Fi

Select a network if you want to connect to

WiFi now

DIRECT-9E-HP ENVY 4520 series

134340

134340-56

4+ Addnetwork

Refresh list

skip

For your review

| agree to the Samsung Terms and
@ conditi ding the arbitration terms
in the Dispi solution Agreement

Details

@ 1 agree to the Samsung Privacy Policy.
Details

@ ! 29ree o the sending of diagnostic data
to Samsung. (optional)
Details

@ Agree to all (optional)

134340

Auto reconnect

35% > 40% > 45% > 50%

Your Verizon Wir
Your phone number

You will not be able

Emergency call

<

Set up Wi-Fi

ant to connect to

DIRECT-9E-HP ENVY 4520 series

134340-56

Add network

Refresh list

Use mobile data?

Continue

Set up a work profile

wo different profiles

Balance your work and life

To continue, agree to the
Samsung Knox Privacy Policy.

55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95%

100%
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Agency-Provided Android Devices cont.

9. Tap Next.

IMPORTANT: If you do not see this .
Your IT admin can control this device
screen, contact the Enterprise & block certin apps

Service Desk (ESD). Do not
continue with the enrollment
process.

10. Tap Accept & continue.
11. Tap Sign-in options.
12. Tap Sign in from another device.

13. On your NASA computer, open a
browser and go to
https://microsoft.com/devicelogin.

X

B2 Microsoft

Sign in

14. Enter the code from your device
and click Next.

15. On your NASA computer, select
your account and complete any
additional prompts to log in.

16. Click Continue on the sign-in
prompt.

5%

X @ log

2% Microsoft

Signin

'S

Welcome to Chrome

To help improve the app, Chror €y sign-in options

and crash data to Google

Accept & continue

= Microsoft

B Microsoft

Pick an account
Enter code

W a 45% 8

Microsoft Intune

% Microsoft

access
LAUNCHPAD

YourAUID@ndc.nasa.gov

Continue to sign in?

[}

Are you trying to sign in to
Microsoft Intune Company
Portal?

10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85%
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Agency-Provided Android Devices cont.

17.

18.

19.

20.

21.

22.

23.

Once your computer shows
“You have signed in ...” return
to your device.

The device screen will show
“Setting up device ...” You will
need to wait about 3 minutes
for the setup to complete.

Tap Set up.

Tap PIN and enter a complex
8-digit PIN. Don't use
repeating or sequential
numbers (e.g., 11112222,
12345678, 87654321).

Tap Install.

Tap Done when the work
apps are installed.

Tap Set up.

B2 Microsoft

Microsoft Intune Web Company
Portal

Your work checklist

&1 Setascreen lock @

| >3
Install work apps

Install »

¥z NASA

Pe

Install work apps

Microsoft Authenticator

Microsoft Intune

Additional apps (3)
Intune Company Portal
5 Microsoft Teams

Microsoft OneDrive

Your work checklist

Set a screen lock

setup »

Your work checklist

& Setascreenlock @

P Inslall work apps @

B

Register your d

Protect your phone

75% > 80% > 85% > 90% » 95% »100% » /3




Agency-Provided Android Devices cont.

24. Tap Sign In.
25. Tap Sign-in options.

26. Tap Sign in from another
device.

27. On your NASA computer,
open a browser and go to
https://microsoft.com/de

vicelogin.

28. Enter the code from your
device and click Next.

29. On your NASA computer,
select your account and
complete any additional
prompts to log in.

30. Click Continue on the
sign-in prompt.

31. Once your computer
shows “You have signed
in...” return to your
device.

& = 45%a

Microsoft Intune

B Microsoft

Sign in

=

Intune

Get access to your organization's
resources and keep them secure.

QY sign-in options
SIGN IN

Microsoft Privacy & Cookies |

B¥ Microsoft

Pick an account
Enter code

| 5% > 10% > 15% > zo%> 25% > 30% > 35%> 40% > 45% > 50%

Microsoft Intune

B% Microsoft

in options

access
LAUNCHPAD

YourAUID@ndc.nasa.gov

Continue to sign in

access
LAUNCHPAD

L g
Are you trying to sign in to

Microsoft Intune Company
Portal?

X @ lognmicrosoftonline.con

B Microsoft

2% Microsoft

Microsoft Intune Web Company
Portal

55% > 60% > 65%
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Agency-Provided Android Devices cont.

32. Tap your account.

33. Tap Register.

34. Follow the prompts to
verify your identity and
approve the sign in

request.
35. Tap Next.
36. Tap Done.
37. Tap Next.

38. Tap More.

Pick an account to continue

I @ c.nasa.gov

- Use another account

NASA

Set up NASA access

Get set up to connect to resources.

[0 register your device

& 7 45%8

access
LAUNCHPAD

o nasa.gov
Help us keep your device
secure

Register your device to continue.

Help Desk: (877) 677-2123, Option 2

Frequently Asked Ques
(https://auth.launchpad.nasa.gov/help)

NASA Privacy Policy
(https://www.nasa.gov/about/highlights
/HP_Privacy.html)

Set up NASA access

Get set up to connect to resources.

D Register your device

> 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65%

access
LAUNCHPAD

Help Desk: (877) 6 Option 2
Frequently Asked Questions
/help)

fabout/highlights

Add a personal account
to get more from your
phone

that your work profile

Based on the admin policy set for your
phone, the following agreement has
been withdrawn:

- Sending of Diagnostic Data

access
LAUNCHPAD

G dcnasagov
Approve sign in request

@¢ We'e calling your phone. Please answer it
to continue.

Having trouble? Sign in another way

Help Desk: (877) 677-2123, Option 2

Frequently Asked Questions
(https-//auth launchpad nasa gov/help)

NASA Privacy Policy
(https://www.nasa.gov/about/highlights
/HP_Privacy.html)
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Agency-Provided Android Devices cont.

39.

40.

41.

42.

43.

44,

45.

46.

Tap Accept.

Wait a few minutes
while the device gets
ready.

Tap Work and then tap
the Outlook app.

Tap Add Account.
Tap Add Account.
Tap Continue.

Enter a complex 8-digit
PIN. Don't use repeating
or sequential numbers
(e.g., 11112222,
12345678, 87654321).
Tap Done.

Confirm the PIN and tap
Done.

298 B P &l 39%a

Add Work Account (0]

o EEEmendcnasagor
Offi

ADD ACCOUNT >
Cl

Getting your phone
ready...
This m:

220 % C BB

Get Access
Your organization protects
data in this app. You might
need to set some things up
to access your work or school
data.
Learn more about app
protection

Recently connected
Device is supported
Everything's up-to-date

Device is healthy

| 5% > 10% > 15% > 20% > 25% > 30%

AR ETBIR . = 39%8

Search

]

Welcome to Outlook

ADD ACCOUNT

CREATE NEW ACCOUNT

220 B C BB

To access work or school data with
this app, set your PIN.

Confirm PIN

pin

35% > 40% > 45% > 50%




Agency-Provided Android Devices cont.

47. Tap Activate.

NASA

48. Return to the Work
Home screen and then
tap the Intune app.

tion to be stored on

You need:

49. Tap Notifications and
then tap Your
organization requires
youto..”

Intune

POSTPONE CONTINUE

50. Tap Continue.
51. Tap Next.
52. Tap Next.

53. Tap While using the app.

Cann AN anda

Get QR code

Using your smart card, sign in to
a computer or a kiosk to get a QR
code.

Allow Intune

ord
While using the app

Only this time

Detailed instructions

Don't allow
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Agency-Provided Android Devices cont.

54.

55.

56.

57.

58.

59.

60.

61.

On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/ and log in with your
smartcard and PIN.

If you are enrolling a NASA-owned device and it is the
first or only device you will have in Intune, click
Enterprise-Managed Device Registration.

-OR -

If you are enrolling a NASA-owned device and you
already have another device enrolled in Intune, click
Additional Device Registration.

Don’t see Additional Device Registration?

Wait for a QR code to appear on your computer screen.

If it does not appear, contact the ESD for assistance.

Point your phone’s camera at your computer screen and

allow it to capture the QR code.

The device screen will change to say “Downloading and

installing certificates...” Wait for the setup to complete.

If you receive an error, contact the ESD for assistance.

The device screen will change to say “Finishing set up...”

When the device screen displays “You’re all set!” tap
Done.

Once the Intune app displays “You're all set!” return to
the Home screen.

Downloading and installing
certificates...

This might take a few minutes.

app until this

o

Enterprise-Managed Device Registration Your NASA Derived Credentials are ready for collection

Mobile AuthN and Encryption Cert Profile

Additional Device Registration

Register additional Enterprise / GFE devices

Finishing set up...
This might take a few minutes.

e app until this prog

You're all set!

/

+

+

You're all set! Nothing to see here.
Within a few minutes, you should

have access to your email, devices,
and apps for work

DONE
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Agency-Provided Android Devices cont.

62.

63.

64.

65.

66.

67.

68.

69.

Tap Work and then tap
the Outlook app.

Tap Apply Now.
Tap Activate.
Tap Activate.

Tap the NASA certificate
(not Wi-Fi) and then tap
Select.

Tap Apply Now.
Tap OK.

Tap Next.

Choose certificate

Activate device admin app

5_ Qutlook Device Policy

Cancel Uninstall




Agency-Provided Android Devices cont.

70. Return to your Work Home

screen and then tap the Microsoft Teams
Teams app. -
TR e
71. Tap your account and follow mm \‘F‘
the prompts to allow login. Select an account to sign in vith

Congratulations! Your device is now

enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.
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Org-Provided Android Devices

1. DO NOT TAP START.
Instead, tap in the blank Welcome!
space area of the
Welcome screen with 10
short, quick taps. (Be Tap here 10 times
careful not to tap near
the Start button or any
other text.) This will
open the Camera app.

2. Point your phone’s
camera at your
computer screen and
allow it to capture the
QR code on this page. 134340

3. Select a Wi-Fi network.

Auto reconnect

4. Enter the password to
the Wi-Fi network and
tap Connect.

5. Tap Next.

6. Tap Agree.

Scan This Code

Token as QR code

This device belongs to
your organization

T admin

5% > 10% > 15% > 20% > 25% > 30%

Bd
o

Scanning for a QR code...

Set up a work profile
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Org-Provided Android Devices cont.

10.

11.

12.

13.

14.

Tap Next.

IMPORTANT: If you do not see this
screen, contact the Enterprise
Service Desk (ESD). Do not
continue with the enrollment
process.

Tap Accept & continue.
Tap Sign-in options.
Tap Sign in from another device.

On your NASA computer, open a
browser and go to

https://microsoft.com/devicelogin.

Enter the code from your device
and click Next.

On your NASA computer, select
your account and complete any
additional prompts to log in.

Click Continue on the sign-in
prompt.

Your IT admin can control this device

& block certain apps

X

B2 Microsoft

Sign in

5%

X @ log

2% Microsoft

Signin

'S

Welcome to Chrome

To help improve the app, Chror €y sign-in options

and crash data to Google

Accept & continue

= Microsoft

B Microsoft

Pick an account
Enter code

W a 45% 8

Microsoft Intune

% Microsoft

access
LAUNCHPAD

YourAUID@ndc.nasa.gov

Continue to sign in?

[}

Are you trying to sign in to
Microsoft Intune Company
Portal?
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Org-Provided Android Devices cont.

15.

16.

17.

18.

19.

20.

21.

Once your computer shows
“You have signed in ...”
return to your device.

B2 Microsoft

Microsoft Intune Web Company

The device screen will show Portal
“Setting up device ...” You
will need to wait about 3
minutes for the setup to
complete.

Tap Set up.

Tap PIN and enter a
complex 8-digit PIN. Don't
use repeating or sequential
numbers (e.g., 11112222,
12345678, 87654321).

Your work checklist

&1 Setascreen lock @
Tap Install.
>3

Install work apps

Tap Done when the work
apps are installed.

Install »

Tap Set up.

¥z NASA

Pe

Install work apps

Microsoft Authenticator

Microsoft Intune

Additional apps (3)
Intune Company Portal
5 Microsoft Teams

Microsoft OneDrive

Your work checklist

Set a screen lock

setup »

Your work checklist

& Setascreenlock @

P Inslall work apps @

B

Register your d

Protect your phone

75% > 80% » 85% » 90% » 95% »100% » 90




Org-Provided Android Devices cont.

22.

23.

24,

25.

26.

27.

28.

29.

Tap Sign In.
Tap Sign-in options.

Tap Sign in from another
device.

On your NASA computer,
open a browser and go to
https://microsoft.com/de

vicelogin.

Enter the code from your
device and click Next.

On your NASA computer,
select your account and

complete any additional

prompts to log in.

Click Continue on the
sign-in prompt.

Once your computer
shows “You have signed
in...” return to your
device.

& = 45%a

Microsoft Intune

B Microsoft

Sign in

=

Intune

Get access to your organization's
resources and keep them secure.

QY sign-in options
SIGN IN

Microsoft Privacy & Cookies |

B¥ Microsoft

Pick an account
Enter code

| 5% > 10% > 15% > zo%> 25% > 30% > 35%> 40% > 45% > 50%

Microsoft Intune

B% Microsoft

in options

access
LAUNCHPAD

YourAUID@ndc.nasa.gov

Continue to sign in

access
LAUNCHPAD

L g
Are you trying to sign in to

Microsoft Intune Company
Portal?

X @ lognmicrosoftonline.con

B Microsoft

2% Microsoft

Microsoft Intune Web Company
Portal

55% > 60% > 65%
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Org-Provided Android Devices cont.

30. Tap your account.

31. Tap Register.

32. Follow the prompts to
verify your identity and
approve the sign in

request.
33. Tap Next.
34. Tap Done.
35. Tap Next.

36. Tap More.

Pick an account to continue

I @ c.nasa.gov

- Use another account

NASA

Set up NASA access

Get set up to connect to resources.

[0 register your device

& 7 45%8

access
LAUNCHPAD

I o nasa.gov

Help us keep your device
secure

Register your device to continue.

Help Desk: (877) 677-2123, Option 2

Frequently Asked Ques
(https://auth.launchpad.nasa.gov/help)

NASA Privacy Policy
(https://www.nasa.gov/about/highlights
/HP_Privacy.html)

Set up NASA access

Get set up to connect to resources.

D Register your device

> 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50%

access
LAUNCHPAD

Help Desk: (877) 6 Option 2
Frequently Asked Questions
/help)

fabout/highlights

Add a personal account
to get more from your
phone

that your work profile

Based on the admin policy set for your
phone, the following agreement has
been withdrawn:

- Sending of Diagnostic Data

55% 60% 65%

access
LAUNCHPAD

G dcnasagov
Approve sign in request

@¢ We'e calling your phone. Please answer it
to continue.

Having trouble? Sign in another way

Help Desk: (877) 677-2123, Option 2

Frequently Asked Questions
(https-//auth launchpad nasa gov/help)

NASA Privacy Policy
(https://www.nasa.gov/about/highlights
/HP_Privacy.html)

70% > 75% > 80% > 85% > 90% > 95% > 100%




Org-Provided Android Devices cont.

37.

38.

39.

40.

41.

42.

43.

44.

Tap Accept.

Wait a few minutes
while the device gets
ready.

Tap Work and then tap
the Outlook app.

Tap Add Account.
Tap Add Account.
Tap Continue.

Enter a complex 8-digit
PIN. Don't use repeating
or sequential numbers
(e.g., 11112222,
12345678, 87654321).
Tap Done.

Confirm the PIN and tap
Done.

298 B P &l 39%a

Add Work Account (0]

o EEEmendcnasagor
Offi

ADD ACCOUNT >
Cl

Getting your phone
ready...
This m:

220 % C BB

Get Access
Your organization protects
data in this app. You might
need to set some things up
to access your work or school
data.
Learn more about app
protection

Recently connected
Device is supported
Everything's up-to-date

Device is healthy

| 5% > 10% > 15% > 20% > 25% > 30%

AR ETBIR . = 39%8

Search

]

Welcome to Outlook

ADD ACCOUNT

CREATE NEW ACCOUNT

220 B C BB

To access work or school data with
this app, set your PIN.

Confirm PIN

pin

35% > 40% > 45% > 50%




Org-Provided Android Devices cont.

45. Tap Activate.

NASA

46. Return to the Work
Home screen and then
tap the Intune app.

Set up smart card

tion to be stored on

You need:

47. Tap Notifications and
then tap Your
organization requires
youto..”

Intune

POSTPONE CONTINUE

48. Tap Continue.
49. Tap Next.
50. Tap Next.

51. Tap While using the app.

Get QR code

Qrme AR <adx

Using your smart card, sign in to
a computer or a kiosk to get a QR
code

Allow Intune t:

or
While using the app

Only this time

Det

Don't allow

[ 5% > 10% > 15% > 20% > 25% > 30% > 35% > 40% > 45% > 50% > 55% > 60% > 65% > 70% > 75% > 80% > 85% > 90% > 95% >100% > -




Org-Provided Android Devices cont.

52. On your NASA computer, go to
https://ssrp.nasa.gov/StartPage/ and log in with your
smartcard and PIN.

53. If you are enrolling a NASA-owned device and it is the
first or only device you will have in Intune, click
Enterprise-Managed Device Registration.

-OR -

If you are enrolling a NASA-owned device and you
already have another device enrolled in Intune, click
Additional Device Registration.

Don’t see Additional Device Registration?

54. Wait for a QR code to appear on your computer screen.
If it does not appear, contact the ESD for assistance.

55. Point your phone’s camera at your computer screen and
allow it to capture the QR code.

56. The device screen will change to say “Downloading and
installing certificates...” Wait for the setup to complete.
If you receive an error, contact the ESD for assistance.

57. The device screen will change to say “Finishing set up...”

58. When the device screen displays “You’re all set!” tap
Done.

59. Once the Intune app displays “You’re all set!” return to
the Home screen.

Downloading and installing
certificates...

This might take a few minutes.

app until this

o

Enterprise-Managed Device Registration Your NASA Derived Credentials are ready for collection

Mobile AuthN and Encryption Cert Profile

Additional Device Registration

Register additional Enterprise / GFE devices

Finishing set up...
This might take a few minutes.

e app until this prog

You're all set!

/

+

+

You're all set! Nothing to see here.
Within a few minutes, you should

have access to your email, devices,
and apps for work

DONE
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Org-Provided Android Devices cont.

60.

61.

62.

63.

64.

65.

66.

67.

Tap Work and then tap
the Outlook app.

Tap Apply Now.
Tap Activate.
Tap Activate.

Tap the NASA certificate
(not Wi-Fi) and then tap
Select.

Tap Apply Now.
Tap OK.

Tap Next.

Choose certificate

Activate device admin app

5_ Qutlook Device Policy

Cancel Uninstall




Org-Provided Android Devices cont.

68. Return to your Work Home

screen and then tap the Microsoft Teams
Teams app. T
: oA
69. Tap your account and follow Teams

Select an account to sign in with

the prompts to allow login.

Congratulations! Your device is now
enrolled in Intune and ready to use.

Do you have another device to enroll in
Intune? If so, click here to start over.
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