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USER COMPLETES THIS SECTION
IT DEVICE DESCRIPTION
18. IT Description - laptop, tablet, smartphone etc.
18. IT Description - laptop, tablet, smartphone etc.
PERSONAL DEVICE?
21. Personnel Devices must be listed. You will not need a property asset number or Ames property pass for personal devices.
21. Personnel Devices must be listed. You will not need a property asset number or Ames property pass for personal devices.
PROPERTY ASSET NUMBER
19. Asset Number  - usually your ACES asset number. For non ACES devices use GFE ECN (contact logistics office for GFE ECN if you do not know it
19. Asset Number  - usually your ACES asset number. For non ACES devices use GFE ECN (contact logistics office for GFE ECN if you do not know it
VALUE > $2500?
SECTION A - GOVERNMENT FURNISHED DEVICES (See instructions on Page 2.)
SECTION A - GOVERNMENT FURNISHED DEVICES For questions on Section A, contact the CISO, Ernest Lopez, via email: ernest.m.lopez@nasa.gov
SECTION A - GOVERNMENT FURNISHED DEVICES For questions on Section A, contact the CISO, Ernest Lopez, via email: ernest.m.lopez@nasa.gov
YES
NO
 Are any devices “Loaners” provided specifically for use in foreign travel?
Section A Question 1. Are any devices “Loaners,” provided specifically for use in foreign travel?  It is highly recommended that you take out a loaner device while traveling abroad. Install only the software and data needed for your trip. The ACES help desk requires at least 10 days advance notice to assure a loaner device will be available for you.
Section A Question 1. Are any devices “Loaners,” provided specifically for use in foreign travel?  It is highly recommended that you take out a loaner device while traveling abroad. Install only the software and data needed for your trip. The ACES help desk requires at least 10 days advance notice to assure a loaner device will be available for you.
SECTION B - EXPORT DECLARATION (Acronym definition table on Page 2.)
SECTION B - EXPORT DECLARATIONFor questions on Section B, contact the Export Control Officer, Mary Williams, via email: mary.p.williams@nasa.gov 
SECTION B - EXPORT DECLARATIONFor questions on Section B, contact the Export Control Officer, Mary Williams, via email: mary.p.williams@nasa.gov 
YES
NO
1. Do any devices contain classified information?
Section B Question 1. Do any devices contain classified information?
Section B Question 1. Do any devices contain classified information?
2. Do any devices contain any of the following types of SBU information?
Section B Question 2. Do any devices contain any of the following types of sensitive but unclassified information (SBU)?
Section B Question 2. Do any devices contain any of the following types of sensitive but unclassified information (SBU)?
	a. Export Control Data (ITAR/EAR)?
Section B Question 2a. Export Control Data (ITAR/EAR)?
Section B Question 2a. Export Control Data (ITAR/EAR)?
	b. Personally Identifiable Information?
Section B Question 2b. Personally Identifiable Information?
Section B Question 2b. Personally Identifiable Information?
	c. NASA budget and financial information?
Section B Question 2c. NASA budget and financial information?
Section B Question 2c. NASA budget and financial information?
	d. Proprietary property information?
Section B Question 2d. Proprietary property information?
Section B Question 2d. Proprietary property information?
3. Is the NASA managed or owned sensitive data limited to data that has been approved for presentation to foreign nationals?
Section B Question 3. Is the NASA managed or owned sensitive data limited to data that has been approved for presentation to foreign nationals?
Section B Question 3. Is the NASA managed or owned sensitive data limited to data that has been approved for presentation to foreign nationals?
4. Are the NASA (managed or owned) devices that will be used for international collaboration presently covered by a current ATO pursuant to NASA’s A&A process?
Section B. Question 4. Are the NASA (managed or owned) devices, that will be used for international collaboration, presently covered by a current Authorization to Operate (ATO) pursuant to NASA’s Accreditation and Authorization (A&A) process?
Section B. Question 4. Are the NASA (managed or owned) devices, that will be used for international collaboration, presently covered by a current Authorization to Operate (ATO) pursuant to NASA’s Accreditation and Authorization (A&A) process?
5. Will the devices be used to access NASA data not intended for access by the general public (including webmail) while outside of the United States? 
Section B. Question 5. Will the devices be used to access NASA data not intended for access by the general public (including webmail) while outside of the United States? 
Section B. Question 5. Will the devices be used to access NASA data not intended for access by the general public (including webmail) while outside of the United States? 
6. Will you be accessing NASA email/webmail while outside of the United States?
Section B Question 6. Will you be accessing NASA email/webmail while outside of the United States?
Section B Question 6. Will you be accessing NASA email/webmail while outside of the United States?
7. Have you read the mandatory provisos on Page 2? 
Section B Question 7. Have you read the mandatory provisos on Page 2? 
Section B Question 7. Have you read the mandatory provisos on Page 2? 
BY SIGNING BELOW, I ACKNOWLEDGE THAT THE INFORMATION ABOVE IS CORRECT TO THE BEST OF MY KNOWLEDGE, AND I WILL PROTECT THE NASA IT ASSETS IN MY POSSESSION.
BY SIGNING BELOW, I ACKNOLWDGE THAT THE INFORMATION ABOVE IS CORRECT TO THE BEST OF MY KNOWLEDGE AND I WILL PROTECT THE NASA IT ASSETS IN MY POSSESSION.
BY SIGNING BELOW, I ACKNOLWDGE THAT THE INFORMATION ABOVE IS CORRECT TO THE BEST OF MY KNOWLEDGE AND I WILL PROTECT THE NASA IT ASSETS IN MY POSSESSION.
Export Control Office: 
Export Control Office
Export Control Office
To the best of my knowledge, all the Federal regulatory conditions required for use of the exception have been successfully met:  If ‘No’, explain what is needed and notify the requester that action on the request is suspended pending receipt of the required information.  By my signature below, I approve the use of License Exception NLR.  
To the best of my knowledge, all the federal regulatory conditions required for use of the exception have been successfully met. If ‘No’, explain what is needed and notify the requester that action on the request is suspended pending receipt of the required information. 
To the best of my knowledge, all the federal regulatory conditions required for use of the exception have been successfully met. If ‘No’, explain what is needed and notify the requester that action on the request is suspended pending receipt of the required information. 
To the best of my knowledge, all the federal regulatory conditions required for use of the exception have been successfully met. If ‘No’, explain what is needed and notify the requester that action on the request is suspended pending receipt of the required information.
To the best of my knowledge, all the federal regulatory conditions required for use of the exception have been successfully met. If ‘No’, explain what is needed and notify the requester that action on the request is suspended pending receipt of the required information.
NOTE: MAAS 360 will be disabled on all Personal Devices listed until traveler returns to duty station. 
This applies only to those who signed the NASA UD User agreement. For more information contact IT Security.
User Instructions for ARC865:   
1. Name as it appears on passport. 2. Business email address. 3. Organizational Code of Traveler. 4. NASA mail stop of traveler. 5. Work Phone number and Work Cell number - do not use your personal cell phone number. 6. NDC User ID (the user ID you use to log in at work without PIV) - example:  “ssmith”. 7. Business office building number. 8. Business office room number. 9. Affiliation - Name of company or “NASA” if civil servant. 10. Position/Title - as recognized by NASA. 11. Destination - City and Country you will be visiting. If NASA facility, give short name. 12. Departure date - date on travel orders. 13. Return Date - Date you will return to duty station. 14. Purpose of travel - Describe the general purpose of your travel and what kind of information will be processed. Example: “Attending Japanese Space Agency conference  - presenting PowerPoint slides on thermal protections systems.” 15. Mode of Travel - Air, POV, ship etc. 16. Program or project that your travel is associated with or funded by - example: SOFIA, Kepler, Mission Support.  17. Supervisor Email address - Must be a valid NASA email address to lookup Supervisor Name. 18. Total number of IT devices you will be traveling with. Be sure to include personal devices such as cell phones and tablets. 19. IT Description - laptop, tablet, smartphone etc.. 20. Personal Devices must be listed. You will not need a property asset number or Ames property pass for personal devices.  21. Asset Number - usually your EUSO asset number. For non-EUSO devices, use GFE ECN (contact Logistics Office for GFE ECN if you do not know it). 22. Additional approval is required if a NASA IT device is valued as more than $2500. 23. If you have more devices than can be listed on the front side of form, add a continuation page. 
Section A.  It is highly recommended that you take out a loaner device while traveling abroad. Install only the software and data needed for your trip. The   EUSO help desk requires at least 10 days advance notice to assure a loaner device will be available for you. 
For questions on Section A, contact the CISO, Ernest Lopez, via email: ernest.m.lopez@nasa.gov
Section B. If you have questions on Section B, contact the Export Control Officer, Mary Williams, via email: mary.p.williams@nasa.gov
MANDATORY PROVISOS - Please read this:
Note: The Requester must comply with the provisos below to use this export authorization.
Items subject to the EAR and within the scope of this specific authorization may not be re-exported or transferred (in-country) unless such re-export or in-country transfer is permitted by another authorization or to a destination, end user, and end use that would be “NLR” (No License Required) under the EAR.Records of transactions involving exports must be maintained for a minimum of five years after the last transaction involving this use of NLR exception.  The requester must maintain, in official project/program files, the following information for each shipment / hand carry:Written rationale for the jurisdiction/classification determinations of the items covered by this checklist;The method of transmission; andA library of all the technology that was exported under this specific authorization.  When requested by the HEA, the Requester and Requesters office must be able to provide, through the CEA, all of the records required to be maintained by this checklist within one business day of the request.
Once approved by IT Security, print out this packet (ARC865) and keep it in your possession while traveling. Present this packet to Border Control Enforcement if they have questions about the IT devices.
Acronym Definitions
A&A
Accreditation and Authorization
ATO 
Authorization to Operate
CEA
Center Export Administrator
CISO
Chief Information Security Officer
DAR
Data at Rest (encryption)
EAR
Export Administration Regulations
ECN 
Equipment Control Number
GFE 
Government Furnished Equipment
HEA 
HQ Export Administrator
ITAR 
International Traffic in Arms Regulations
NLR
No License Required
SBU
Sensitive But Unclassified
Continued List of IT Devices:
IT DEVICE DESCRIPTION
18. IT Description - laptop, tablet, smartphone etc.
18. IT Description - laptop, tablet, smartphone etc.
PERSONAL DEVICE?
21. Personnel Devices must be listed. You will not need a property asset number or Ames property pass for personal devices.
21. Personnel Devices must be listed. You will not need a property asset number or Ames property pass for personal devices.
PROPERTY ASSET NUMBER
19. Asset Number  - usually your ACES asset number. For non ACES devices use GFE ECN (contact logistics office for GFE ECN if you do not know it
19. Asset Number  - usually your ACES asset number. For non ACES devices use GFE ECN (contact logistics office for GFE ECN if you do not know it
ARC852 ISSUE DATE
20. ARC852 is the Ames property pass for IT. Provide the issue date. You will need it to take any NASA IT device off Center. Contact the IT Services desk at 650-604-2000 if you do not have your IT property pass
20. ARC852 is the Ames property pass for IT. Provide the issue date. You will need it to take any NASA IT device off Center. Contact the IT Services desk at 650-604-2000 if you do not have your IT property pass
VALUE > $2500?
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